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Abstract: One of the high-profile issue of computer networks is the propagation of Malware and it get disrupted
by the malware’s presence. In this study, we extend the classical SEIRA (Susceptible—Exposed—Infectious—
Recovered—Antidotal) model by including a quarantined compartment (Q) to represent infected machines that
are detected and isolated from the network. In the SEIQRA model, the quarantine approach has been used to
halt the infection spread in computer networks. The model’s basic reproduction number (Ry) is derived using
next generation approach. We examined the model's local stability in terms in the system's Jacobian for malware
free and endemic equilibrium based on the basic reproduction number. Numerical simulations demonstrate that
higher quarantine rates and stricter isolation significantly reduce the peak infection size and overall outbreak
impact. In order to effectively contain malware, the model emphasizes the significance of integrating quarantine
with protective adoption and recovery methods. Finally, numerical methods and MATLAB are employed to
solve and simulate the system of equations developed and analysis of the model gives remarkable exposure.
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1. Introduction:

At present, the secondary devices and Electronic mail constitute the primary sources of malware transmission in
computer networks. Malware has emerged as one of the most persistent dangers to information security due to
the quick expansion of computer networks and the increasing reliance on virtual infrastructure [1]. Malware
propagation, near to infectious disease transmission in biological systems, can compromise large-scale networks
within a brief period [2]. The technology of data networks has advanced significantly, offering both public and
private facilities that are precise and quick. This advancement has transformed the mode of data transmission in
society, leading to a strong reliance on communication services across all levels of interaction [3]. Researchers
have chosen compartmental epidemic models like SIR, SEIR, and its extensions to comprehend and manage
these dynamics [4, 5]. These models provide mathematical framework for analyzing malware spreads and
designing efficient countermeasures.

Cohen [6] and Murray [7] presented new methods for exploring the infectious disease dynamics and epidemics
that could be used to analyze the computer viruses spread, and is inspired by notable resemblance between
digital viruses and their biological counterparts. Subsequently, to analyze the computer viruses spread through
Internet, the authors in [8] used a biological epidemics model (the SIS model). It is possible to research how
malware propagate via networks using several epidemiological models. The SIR classical epidemic model and
Kermack and McKendrick [9-11] were used to examine the distribution of malware in networks [12—16]. The
SEIR model, which was developed by the authors [17], is inconsistent with the actual scenario since it
presupposes that the vaccination period for recovery hosts is permanent and has a set probability. Including the
latent and transitory immune phases, the authors proposed a SEIRS model [18] that can be employed to detect
common worm propagation. Recent studies have increasingly integrated virus propagation models with antivirus
strategies, including virus immunization [19-25] and quarantine [26-29] to address the computer virus-
dynamics. Employing quarantine within the epidemic framework, Mishra et al. developed the SEIQRS model
[30]. The SEIRA model, which classifies the nodes into Susceptible (S), Exposed (E), Infectious (I), Recovered
(R), and Antidotal (A), has been frequently used in research propagation patterns under various defensive
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scenarios [5]. Though, a critical relief design—quarantine remains unknown in this context [1, 31]. In computer
networks, quarantine corresponds to detecting infected machines and isolating them from the network, thereby
reducing or eliminating their ability to propagate malicious code [1]. Quarantine is routinely applied in practice
through intrusion detection systems, firewalls, and automated disconnection policies, but its theoretical
integration into epidemic-style malware models has been limited [31, 32].

By including a confined compartment to the SEIRA model, this research aims to bridge the gap (Q) [1, 31]. This
enhanced model facilitates a comprehensive assessment of how detection speed, impact of isolation, and
remedial strategies affect malware propagation [5, 32]. Specially, we formulate the differential equation system,
calculate the basic reproduction number, analyze equilibrium stability, and perform numerical simulations to
assess the efficacies of quarantine under different conditions [32, 33]. Combining theoretical observations with
numerical evidence, the present study underscores the crucial role of quarantine in lowering infection peaks and
mitigating outbreaks [1, 33].

The structure of the paper: Section 1 provides an introduction to the study. Section 2 presents the formulation of
the SEIQRA model. The model’s equilibrium points are presented in Section 3. Section 4 focuses on the
stability analysis. Section 5 illustrates the numerical methods and simulation results. Section 6 concludes the
paper with final remarks.

2. Formulation of SEIQRA model:

A population size N(t) is partitioned into subclasses of nodes as susceptible, exposed (infected but not yet
infectious), infectious, quarantined, recovered, and antidotal represented by S(t), E(t), I(t), Q(t), R(t), and A(t),
respectively at any given time t > 0.

Figure 1 illustrates our predictions regarding malware transmission in computer nodes.

uR

Figure 1: Malware Propagation Flow Diagram in Computer Networks.

The differential equations set governing the nodes' transition state in the SEIQRA model is as follows:
S~ ¢ BSI- ¢S -yS

o~ BSI - yE-yE

L= yE-81-yl

2=51-xQ-vQ

dR _
E—KQ-uR-\yR
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dA
2= S+ R - yA (1)

Where

e: recently added nodes to the network

W: rate of natural death in each compartment

B: rate of contact from S to E

v: exposure rate from E to I

¢: prophylactic patching rate from S to A

d: rate of quarantine from I to Q

K: recovery rate inside quarantine from Q to R

u: rate of recovered nodes gain antidote from R to A

3. Points of equilibrium in the system:
Two distinct kinds of equilibrium points are analyzed. In the first condition, when the malware infection dies

out, then [=0, and in the second condition, when the malware infection exists in the computer network, then I #
0. Hence, the system of equations (1) are presented as

== e-BSI- ¢S -yS =0
& = BSI-yE—yE -0
L= yE-381-yl =0
Z—f:SI-KQ—wQ -0
Z—I::KQ—HR—wR =0
2 - §S+pR —yA =0 )

3.1. Malware Free Equilibrium:

When the system of equation (2) is solved for malware free equilibrium (MFE), we obtain Py = (So, Eo, Lo, Qo,
Ro, Ag), where

e e¢
= %  E=0 I,= —0. Ry=0. Ay =
So oty DO 0, 1p0=0,Q0=0, Ro=0, A oD

3.2. The Basic Reproduction Number:

The estimated quantity of secondary cases that would result from introducing a single main spreading case into
an area that is entirely susceptible is referred to as the basic reproduction number [34]. With the help of next-
generation matrix technique the basic reproduction number (Ro) is determined. Since the model includes three
infected classes E, I, and Q, we only need to consider the three corresponding equations from system (1) that
describe these classes in order to derive the basic reproduction number (Ro). That is,
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dE
o =BSI - yE —yE

ar _
z—yE—SI-\yI

aQ
T=d1-xQ-yQ 3)
If X =(E, I, R), (3) can be expressed as follows:
ax
= F-Vv 4)
Where,
BSI YE + YE
F—( 0 ) andV—(—yE+ 81+¢I>
0 =8I+ xQ + yQ

At the equilibrium point Py, which represents the malware-free state of the system, the Jacobian Matrices F
and V are derived as follows:

e

0 BSo 0 0 0
] P+
f—(§)|Po—<o 0 o)— 0o o o (5)
0 0 O 0 0 0
o Y+ 0 0
V—(&)|Po—< -y 8+y 0 ) (©)
0 -8 x+y

Equation (7) provides the greatest matrix eigenvalue of the fv'! matrix, which is the basic reproduction number
Ro

ey eB
R @+ Y+P)(S+Y) G+ v+ (8+Y)
fvl= 0 0 0 @)
0 0 0

We can then determine R.

_ Iy — eBy . . .
Ro=p (fv') VSRR with p being the spectral radius. ®)

3.3. Endemic Equilibrium Point:

In a population where the disease is prevalent, I# 0. The model's endemic equilibrium point (EEP), I # 0, could
have a number of critical points. The following points will be indicated by, P." = (S*, E*, I", Q", R*, A") where
S, E", T", Q%, R", A" symbolize the set of system (2)'s positive solution.

When we solve equation (2), we obtain

RS OICER)

By
e WZLU_L)
v+ By vty Ro
=— ¢ _ &% _ — ¥ 1-Y
¥ +P)(6+Y) B ¥ +P)(6+Y) Ro
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Q' = SBr=@ Ny + DG+ _ eyd a-4
B +P)E+) (k+) @+ PEHP0HY) . Ro
v _ SleBy—(r + W)EHP (@+1)) _ eydx 1

1——
By + W)+ P)(e+p)(u+d) (v + P)(E+P) (k+P) (u+1h) ( RO)

A = eBy2 Skpu+p (y +) (S +Y) [P (+) (k+) (u+P) +y{Sk(—p+¢) + 5 (u+P) +@ (k+) (u+ )}
Byy(y + YIS+ () (n+y)

It is explicit that P" will be exist uniquely if Ro > 1.

4. The study of stability of the system:

Theorem 1:

If Rois less than 1, the system's malware-free equilibrium is locally stable; if Ro is more than 1, it is unstable.
Proof:

Regarding the system (1)'s stability, the Jacobian matrix can be considered as

—Bl—-d—y 0 -BS 0 0 0
[ BI -y—v%  BS 0 0 0 ]
| o y  =5-% 0 o o |
I= 0 0 5 —Kk—1 0 0 ©)
0 0 0 K -u—y 0
¢ 0 0 0 I -y
P . _( e ep
At the equilibrium point Py (¢+¢ ,0,0,0,0, ¢(¢+1IJ))
- Aﬁ -
—-d— - 0 0 0
¢ 0 P+
—y— A5
0 y—y 0 0 0 0
J(Po) = 0 y R/ 0 0 0
0 0 ) K=Y 0 0
0 0 0 K -u—y 0
¢ 0 0 0 u - |
The characteristic equation [J(Po)- A I|=0 is expressed as
b= — _k
d—-yY—-2A 0 o 0 0 0
eB
-y—v¢ - — 0 0 0
0 rovsh oy
0 y -5—-yY-2 0 0 0 =0
0 0 ) -k—yp—-21 0 0
0 0 0 K —u—yp-21 0
0] 0 0 0 U -y -2

OR (ll)+7\)(u+¢+7\)(K+¢+7t)(¢+1IJ+7\){(V+IIJ+1)(5+¢+/1)—%}:0

ORA=—-Y,A=—(pn+P),A=—(x+Y),A=—(d+ Y)and

Rty + 29+ O+ +9)E +9) = - =0

It is obvious that four eigenvalues are negative and other two eigenvalues are negative if
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b+ 96 +9) -2 50
b+y
ey
o GG
i.e Ro<1

Therefore, each and every eigenvalues of the characteristic equations are negative. The equilibrium point Py is
locally asymptotically stable or unstable if either Ro< 1 or Ry > 0.

Theorem 2:
If Ry > 1, the endemic equilibrium P." is locally asymptotically stable.
Proof:

For the stability of the system (1) , the Jacobian matrix can be considered as

—Bl—p—-yY 0 —BS 0 0 0
[ BI -y =y BS 0 0 0 ]
. 0 y  —=5—-¢y 0 0 0
0 0 § -—k—¢ 0 0
0 0 0 K -u—y 0
" 0 0 0 uo oyl
At the endemic equilibrium point P."= ( S*, E*, I, Q*, R*, A")
—Blx —p— Y 0 —BS * 0 0 0
[ BI * —-y—¢Y  BS=* 0 0 0 ]
. _ 0 y 55—y 0 0 0
J(Pe) = 0 0 ) R/ 0 0
0 0 0 kK —u—¢ 0
¢ 0 0 0 U =y
Characteristic equation |J (Pe ¥) — AI| =0 can be written as
Bl —p— P —A 0 —BS * 0 0 0
| BI * -y—y-1 BS * 0 0 0 |
0 Y —5—¢p—21 0 0 o |_,
0 0 ) ] 0 0o |
0 0 0 K —u—yp—-1 0
¢ 0 0 0 u -p—-2

@+D(r+P+D(c+P+DLEI+G + P+ {(y + Y + DS + 9 + D+ yS «} —p*y I'STI=0

When Ry > 1, the endemic equilibrium (S*, E*,I*,Q",R*,A" ) is asymptotically stable, according to the Routh-
Hurwitz criterion [35].

5. Numerical methods and simulation:
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Figure 2: Malware propagation’s dynamics with time when Ro< 1.

In the first simulation, in order to confirm theoretical findings, we're going to perform a numerical simulation on
MATLAB for the two parameter sets that show how the model behaves based on the value of the basic
reproduction number. In both cases, it is assumed that 0 <t < 60, and the overall quantity of devices is N = 100
where S (0) =90, E (0) =5,1(0)=5,Q (0)=0, R (0) =0, and A (0) = 0. Additionally, the coefficients'
numerical values are as follows: e=0.2, f=0.2, y=0.2, ¢=0.05, y=0.05, 6=0.5, k= 0.4, and p=0.1. The value of
the basic reproduction number Ry = 0.58 < 1, and a disease-free steady state (see Figure 2) was obtained. It is
concluded that malware dies out from the computer networks. This is also confirmed by Theorem 1.
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Figure 3: Malware propagation’s dynamics with time when Ro> 1.

In the second simulation, it is considered ¢=0.9, p=0.2, y=0.2, $=0.05, y=0.05, 6=0.5, x=0.4, and p=0.land
consequently Rog=2.62 > 1. The system consequently moves to the endemic stable state (see Figure 3). Under
these circumstances, the malware repeatedly enters computer networks. This is also confirmed by Theorem 2.

6. Conclusion:
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The proposed model's primary goal is to prevent malware from spreading throughout the network and increase
computer networks' lifespan. In this paper, we have analyzed susceptible- exposed- infectious- quarantine-
recovered-antidotal (SEIQRA) model with natural incidence rate and we observe that quarantine plays an
important role to control the disease, when Rg < 1, disease free equilibrium of the system is locally stable and if
Ro > 1, the endemic equilibrium is locally asymptotically stable.

In general, the SEIQRA model offers both theoretical understanding and useful advice for creating malware
limitation methods. Our primary findings are also demonstrated through numerical simulations.
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