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Abstract: The authentication of digital image has become more important as these images can be
easily manipulated by using image processing tools leading to various problems such as copyright
infringement and hostile tampering to the image contents. It is almost impossible to distinguish
subjectively which images are original and which have been manipulated. There are several
cryptographic hash functions that map the input data to short binary strings but these traditional
cryptographic hash functions is not suitable for image authentication as they are very sensitive to
every single bit of input data. When using a cryptographic hash function, the change of even one bit
of the original data results in a radically different value. A modified image should be detected as
authentic by the hash function and at the same time must be robust against incidental and legitimate
modifications on multimedia data. The main aim of this paper is to present a survey of perceptual

hash functions for image authentication.
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1. Introduction

A hash function may be defined as any algorithm
that maps data of variable length to a data of fixed
length called as hash value. A hash function takes
data of finite variable bit length as input and
produces a value of fixed size as output. The output
of such a function is called hash value, hash or
message digest. The input data is often termed
message. Hash functions are categorized into keyed
and unkeyed hash functions. An unkeyed hash
function generates a hash value from an arbitrary
input, whereas a keyed function generates a hash
value from an arbitrary input using a secret key.
Keyed hash functions take the data x to be hashed
and a secret key k as input. It also provides
authentication in addition to data integrity. Hence,
by involving a secret key k to the hash calculation
not only the integrity of the message x can be
proved, but also the origin authenticity is verifiable.
However, an unkeyed hash function is designed only
to provide data integrity. It takes only the data to be

hashed as input. A hash function should have the

following properties.

» Uniqueness: Perceptually distinct images should
produce unigque hash values
H, ()= H, (")

» Procedure Compactness: The size of the hash
value should be smaller than the size of the
original image size(Hx(l))<size(l)

* Perceptual Robustness: Perceptually identical
image should have the same hash value
Hk(D~=Hx(lq), if 1 and 14 are perceptually identical.

» One way function: The hash generation should be
invertible.

Most of the perceptual hash functions try to extract
features of the digital image, which are invariant
under significant modification in order to meet the
above desired properties. When developing and
designing robust hash functions the main challenge
while developing and designing a robust hash
function is to be able to distinguish modifications on
the content that changes the perception from those
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that do not change the perception. Most robust hash
algorithms are based on the extraction of features
relevant for the human perception. After the
extraction, the hash of just these features is
calculated. Apart from the above points a perceptual
hash function should satisfy some additional
properties which are listed below [2].

« Perceptual Similarity/Robustness: Hash algorithm
has to be robust, i.e. incidental and legitimate post
processing operations on the media must not
render an entirely different hash value. Hence,
perceptually similar respectively indistinguishable
media objects have to exhibit the same or a similar
hash value.

» Distinction: The property distinction predicates
the  computational/practical  infeasibility  of
determining two perceptually different media data
exhibiting the same or a similar hash value.

» Security: Security against active and malicious
attacks on the feature extraction and the steps (like
preprocessing stage, partitioning, transformation,
feature extraction, post processing) should be
provided. Furthermore, it is important to point out
that the properties "pairwise independence” for
perceptually different media data and "uniform
distribution™ for all media objects should also
apply to robust hashes. Finally, it is
recommendable to extract the features of the
multimedia content dependent on a secret key
between the sender and the verifier.

» Localization: The applied system should be able to
localize the tampered regions of the inspected
multimedia content.

So, a robust image hash function normally consists
of a  pre-processing  stage,  partitioning,
transformation, feature extraction, post processing
and lastly hash value generation. But it is not
compulsory to have all these stages for perceptual
image hash function. Pre-processing stage converts
the data into a general format. Partitioning consists
of partitioning the image into block or frame.
Transformation stage transforms each partitioned
block into some frequency domain as they may be

sensitive to modifications. Meaningful and content
relevant features are extracted in feature extraction
stage. Features may include coefficients of the
transformed domain, block based histogram, image
edge information etc. Postprocessing stage consists
of a quantization of the extracted features in order to
gain more robustness against distortion and reduce
the memory requirement.

2. Hashing Function

In this section, we shall discuss various hashing
methods. A hashing function should tolerate the
image processing operations for transmission,
enhancement or restoration and at the same time
should detect any significant changes in the image
content.

2.1  Histogram based Hash Functions

Xiang et al developed a histogram based image
hashing scheme [4]. The images were filtered with a
low pass Gaussian filter followed by histogram
extraction and then a binary sequence are generated
from the histogram extracted using the formula
given in Equation 1, which is afterwards randomly
permuted with a secret key giving the hash bits
. h(D)
bit = {1' m=1 )
0, otherwise

where h(i) and h(j)is the number of pixels in the i"
and j™ bin respectively

The proposed method achieved satisfactory
robustness performance for most common signal
processing operations and geometric attacks,
however it could not detect malicious modification
on the image such as face morphing. These
limitations were overcome by using k-means
algorithm. They proposed an improved histogram
based image hashing scheme where the image is
passed through a low pass Gaussian filter, then they
segment the image into two segments by using k-
mean clustering algorithm, and then extract the
histogram in each segments. Binary sequences are
generated from the histogram using the similar
approach [4], which is further combined to generate
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the hash value. Even though this approach achieves
a good robustness to geometric deformations it still
shows weakness to global bending.

Choi and Jung Park proposed an image hash scheme
based on hierarchical histogram [5]. It hierarchically
changes the width of the bin by merging several bins
and empowers a weighting factor into the hash at
each level. A hash string is generated from the
histogram of the image by using the following
formula.

1,ifp(k) —p(k+1) >Th
0, otherwise
(2)

where p(K) is the number of pixel in the k™ bin and
Th is a threshold defined to minimize the error
generated by similar population of neighbouring
bins.

hash(k) = {

The proposed method is robust to all noise addition,
rotation and cropping attacks, but sill shows
weakness to histogram equalization. Xiang and Kim
proposed another histogram based image hashing
method for searching content preserving copies. The
images are filtered with a Gaussian filter, and then
histogram is extracted from the preprocessed image
referring to the mean value. The hash bit is
generated from the histogram similarly as in [3].

2.2 Discrete Cosine Transform based Hash
Functions

The primitive image hashing approaches are usually
based on discrete cosine transform (DCT), discrete
wavelet transforms (DWT) and fast Fourier
transform (FFT). DCT expresses a function or signal
in terms of sinusoids with different frequencies and
amplitudes using only cosine functions whereas
DFT uses both cosine and sine functions.

Fridrich and Goljan [6] observe that the magnitude
of a low-frequency DCT coefficient cannot be
changed easily without causing visible changes to
the image. They construct a robust hash using the
block DCT coefficients.

Lin and Chang [7] proposed a method based on
DCT coefficient, which is at the same position of

two different block of the image. They extract some
features of an image based on the relationship
between DCT coefficients, which are at the same
position of two different block of the image. These
features are then encrypted using a public key
encryption method to from the hash value.

Sun and Chang [8] also proposed a DCT based hash
function. They used only three DCT AC coefficients
for every 8x8 image block along with DC
coefficients.

2.3 DWT Hash Functions

Mihcak and Venkatesan [9] proposed a method that
employs DWT on the image followed by an iterative
filtering. However, the proposed method does not
involve any pseudo randomness as it does not use
any secret key. Later they proposed another method
in order to overcome the earlier limitations. They
randomly chose some regions of the image using a
secret key and formed a sub-image of the input
image and applied the earlier algorithm in the sub-
image formed.

Lu and Hsu [32] proposed a geometric distortion
resilient image hashing method. They passed the
image through a DWT and generate the meshes of
the images i.e. decompose the image into set of
disjointed triangles by taking few salient points from
the lowest frequency sub bands. Then, a mesh
normalization process is used to transfer the
decomposed meshes to meshes of fixed size using
affine transformation and interpolation. Then a
binary string is generated as a hash code using the
following equation

1, if| AC}; | belongs to the first 32
largest AC coefficient
0 , otherwise

Hi(s) =

(3)

where, AC; (1) is the first coefficient located at the
lowest frequency sub band in a block of a
normalized mesh and H, (s) is a hash bit in a binary
hash sequence.
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2.4 SVD based Hash Functions

Singular Value Decomposition (SVD) is often used
in image processing fields. It decomposes the image
into three components U, S and V. Suleyman et al
[22] pseudo randomly extracted the features to
construct a secondary image through SVD method.
Final features are extracted from the secondary
image using SVD method to form the final hash
value.

Ricardo et al [11] proposed a new image hashing
function, which consists of image normalization,
SVD decomposition, quantization and compression.
First they resized the image into a standard size
followed by division of image into sub-image. SVD
decomposition was applied on randomly selected
sub-images, and after rearranging U and V, SVD
was applied again and finally quantized and
compressed through decoding stage of an order-3
Reed Muller decoder to generate the final binary
hash value.

25 Local
Functions

Color Features based Hash

In [25], Zhenjun et al extracted the color features of
the input image after resizing it to a standard size
and obtained a color feature vector. These color
features were then compressed to form the final hash
value.

2.6 Radon
Functions

Transformation based Hash

Lei et al [17] proposed a method based on Radon
Transformation. The input image was passed
through a Radon Transform and moment features
were calculated. Then DFT was applied on the
moment features. The significant DFT co-efficient
were normalized and quantized to form the final
perceptual hash.

Wau et al [26] used Radon transformation as a pre-
processing stage for their hash function and use a 2
level wavelet decomposition to extract the features
from Radon coefficients. After the feature
extraction, FFT was applied on the high frequency
wavelet coefficients to make the feature values

distribution sparser, and finally the FFT coefficients
were transformed into a binary string taking the
mean of coefficients as the quantization threshold.

GuoD and Hetzinakos [27] also proposed a method
which was a combination of discrete wavelet
transform and Radon Transform.

2.7 Other Methods

Ahmed [28] proposed a wavelet based hashing
scheme. The image is transformed by modulating
each pixel of the input image with the help of a
secret key. This transformed image then underwent
wavelet transformed to generate an intermediate
hash value, which is then permuted using another
secret key to produce the final hash value. This
method is robust against JPEG compression, low
pass and high pass filtering. However the proposed
system is not robust to other operations like change
in brightness, contrast enhancement.

Ashwin et al [3] developed a hash scheme based on
Fourier Mellin transform (FMT). They applied a low
pass filter to the image, which was then scaled to a

predetermined size followed by histogram
equalization. FFT was applied to the resulting image
and was converted. Image pixels in polar

coordinates were summed up along the x-axis. The
resulted sum was then quantized and compressed to
generate the final hash value using Reed-Muller
decoder.  Later they improved the scheme by
making the quantization and compression stage key
dependant.

Tang et al scaled the input image to a square image
by bilinear interpolation method. A Gaussian low
pass filter is then applied to the square image
followed by a division of the image into different
rings. Entropies are calculated from each ring and
combine to form the hash value [31], image texture
was used to characterize the entropy in images. The
length of the hash generated will be equal to the
number of rings divided.

Azhar [29] et al proposed a method based on
quantization step analysis. The input image is
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divided into non overlapping blocks, mean of each
blocks are extracted as the features from the
transformed image. These features are quantized to
form the quantized intermediate perceptual hash
vector. Uniform quantization scheme is used for the
quantization stage. The quantized intermediate
perceptual hash vector is compressed and encrypted
by the cryptographic hash function SHA-1 to form
the final hash value.

Liu and Chang [30] proposed a hashing scheme
based on the wave atom transform. The input was
decomposed into multiscale coefficients with tilings
using the wave atom transform. The perceptual hash
was then extracted from the mean and variance of
tilings.

3. Conclusions

Various perceptual hash functions have been
developed in the recent years authenticating the
multimedia data. However there are drawbacks
associated with these schemes like large hash value
etc. This paper gives a short survey of image
hashing functions used for authenticating images.
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