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Abstract: Proposed here is a secure image encryption scheme based on generalized Vigenere cipher and Meitei Lock
Sequence (MLS) generated from standard hash functions. MLS is a unique random sequence of any length greater than 2
generated from a non-negative array having two or more elements. It is unique in the sense that no two arrays can generate
the same sequence however close or similar the two arrays are. In other words, when there is any slight change in any of the
input array, the generated MLS’s are drastically different. Also, the length of the sequence can be as infinitely long. These
properties make MLS a good key string for a secure encryption scheme. SHA(Secure Hashing Algorithm) or any hash code
generator has desirable feature which can be used for generation of MLS. In a hash code generator, it produces unique fixed
length sequence from any input string, if there is any slight change in the input, the generated output will be totally different.
This feature is made used of in generating an MLS of any desired length for use in the proposed image encryption scheme.
Experimental results show that the proposed encryption scheme is a secure encryption scheme. The correlation coefficient
between the original image and encrypted images are negligibly small indicating that there is no trace of original image
information in the encrypted image. Also, the correlation coefficients between the original image and decrypted images with
wrong passwords which are close to the encryption password are also negligibly small. These show the tightness of the key
system in the encryption scheme.
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. INTRODUCTION

Encryption is the process of encoding information in
unintelligible form so that only authorized people can render
it intelligible through a process called decryption. Encryption
and decryption is performed with the help of a key or keys.
Security of an encryption system also dependent on the
difficulty of guessing or derivability of the key. The more the
search space of the key, the more secure is the encryption
system. For example, 128 bit key encryption system is
considered less secure as compared to 512 bit or 1024 bit key
encryption system. There are numerous standard encryption
schemes such as DES (Data Encryption Standard), IDEA
(International Data Encryption Algorithm), AES (Advanced
Encryption Standard) for encrypting textual information. But
the development of internet technology, we have to deal with
other forms of information such as image, video and audio. Of
these, image is the most frequently used information type in
the internet world through social media such as Facebook and
WhatsApp. So, there is a requirement of developing strong
encryption scheme to prevent the misuse of images posted on
the internet.

Image is highly correlated data, unlike text data.
Encryption schemes used for encrypting text data such as
DES, AES, etc. are not suitable for suitable for encrypting
images [4]. Also, the public encryption scheme such as RSA
or ECC are not suitable for encryption of image because they

are too slow to be used in encryption of large volumes of data
in an image. In order to encrypt an image, the correlation of
the pixels in the original image need to be reduced
significantly before applying any encryption method. That is,
image encryption requires an effective distorter function or
scrambler [4, 5, 6] to de-correlate pixels in an image. Several
reversible transforms such as Fourier Transform (FT),
Discrete Cosine Transform (DCT), etc. as a distorter function
for image encryption [8]. But the problem of using FT and
DCT as distorter functions is that trace of image appears even
when password are quite different during decryption. Many
people use chaotic mapping as distorter function for image
encryption [5, 7, 10]. But the security of these chaotic
mapping based encryption schemes are yet be widely
accepted. Some other uses DNA sequence operation [2,3] or
Cellular automata as distorter functions [7, 9].

In this paper, an encryption scheme is proposed which is
simple, fast and secure. The encryption scheme does not
require any distorter function or chaotic mapping. It is based
on generalized Vigenere cipher which uses random look-up
tables for encryption and decryption. This makes the
decryption and encryption process very fast. Moreover, it uses
MLS (Meitei Lock Sequence) [12, 13, 14] which can be
considered as one-time pad lock to secure the encryption
scheme. The MLS’s can be generated from the recursive call
of SHA functions [11] from any randomly chosen password.
As SHA function can take any size input, the search space for
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password is infinitely large. This will make the brute force
search for password impossible because the password length
is not fixed. The encryption scheme has been tested for
traceability of the image inform from the decrypted image by
using decryption passwords which are slightly different from
the encryption password. It is found that there is no trace of
original image in the decrypted image when there is any
difference in the password. The correlation coefficients of the
original image and decrypted images of wrong passwords
have been computed and they are found to be negligibly small.
This indicates that the proposed encryption scheme is secure
from which getting the recognizable information of the
original image from the encrypted image is only possible
when the decryption password is exactly same as the
encryption password.

Il.  GENERATION OF MLS FROM HASH FUNCTIONS

Security of an encryption scheme lies in the key or the
password. If the password can be guessed or traced through
mathematical or statistical analysis, it cannot be used for a
secure encryption scheme. Hash functions such as MD5,
SHAL, SHA256, SHA512 etc. which generate hash code of
particular length from a given input can be used to generate a
secure password string like MLS from which tracing of input
is impossible. In this paper we are using the SHA algorithms
SHAL, SHA256 and SHA512 by recursively calling them to
generate an MLS of desired length. The steps for generating
an MLS sequence from a hash function is given below.

1. Compute M, the number of pixels in the image
Find L, the length of the hash code generated by
the hash function

3. Find K =Ceiling(2M/L), the number of times a hash
function is to be repeated to generate at least M
random values.

4. Read an input password string

5. Assign KeySequence to an empty array

6. Generate the hash code from a particular hash
function

7. Convert the hash code to integer sequence by
taking two successive characters

8. Concatenate the integer sequence to KeySequence

9. Use Hash code as next input string

10. Continue 6 to 8 K times

The MLS generated from hash functions are quite random
in nature and there is no trace of periodicity in the generated
MLS. The waveforms generated from the same password
11111 from the three different hash functions SHA1, SHA256
and SHA512 are shown in Fig. 1, Fig.2 and Fig.3 respectively.
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Fig.1: MLS generated from SHA1 using password 11111
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Fig.2: MLS generated from SHA256 using password 11111
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Fig. 3: MLS generated from SHA512 using password

From the figures, it is clearly seen that the generated
sequences from are random in nature and there is no trace of
periodic repetition in any part of the generated sequence.
Such feature is desirable for generating a key sequence for
use in a secure encryption scheme.

I11. IMAGE ENCRYPTION USING MLS

Here, we will be using generalized Vigenere cipher [14]
for encrypting and decrypting image. As images are highly
correlated data, we need to use a highly randomized
encryption and decryption table along with the MLS sequence
generated from the hash functions. In generalized Vigenere
cipher, any random table whose rows or columns are unique
can be used as encryption table. We can generate infinitely
many such random tables which once generated cannot be
generated again. The encryption is performed based on this
random table but not in the input image. In other words, the
encrypted image is formed by the values of the random
encryption table not the pixel values of the image. So, there is
hardly any correlation between original image and encrypted
image, i.e., there is no visible or distinguishable trace of the
original image in the encrypted image.  This avoids the
necessity of using any distorter function or chaotic map in the
image encryption using generalized Vigenere Cipher. The
process of encryption using Vigenere cipher is very simple,
just like using a look-up table. This makes the encryption
scheme very fast.

Let E be the encryption table, | is the image, K is the key
matrix generated from a password. Then, the encrypted image
C, is obtained as
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C=E(l,K)

The process of decryption is also very simple and fast. It
uses a decryption table D derived from the encryption table E.
The process how the decryption table is derived from
encryption table is described in [4]. These two tables (E and

So, if D is the decryption table corresponding to the
encryption table E, then the original image | can be obtained
from encrypted image C using the following relation.

I=D(C, K)

The random encryption and decryption tables of size
256x256 are shown in Fig. 4 and Fig. 5. Since, the image range
is 0 to 255, the encryption table is sufficient to encrypt gray
and color images whose pixels are in the range 0 to 255. For
color image encryption, each color plane is encrypted with the
same encryption table and the same MLS. Similarly, for
decryption each color plane of the encrypted image is
decrypted with the same decryption table and same MLS.

Another important feature that makes the proposed
encryption scheme highly secure is the use of MLS K as the
key for encryption. The MLS K is generated from a password
of any desired length greater than 1.i.e., there is no upper
bound of the length of the key. This makes the key search
space is infinitely large and extremely difficult for to apply
brute force to search the password.

S T S AR e

D) are inverse to each other. That is, any one of them can be
used for encryption or decryption. When one is used for
encryption, the other must be used for decryption.

Fig.5: Image of Decryption Table D of size 256x256

IV. EXPERIMENTAL RESULTS

For experimentation, we consider the image_0204 from
the Frontal face dataset Collected by Markus Weber at
California Institute of Technology, which can be downloaded
from the internet. The reason for choosing the image is that
most regions in the image have uniform pixel distribution.
Such an image is difficult to encrypt to hide the visible trace
of highly correlated regions. For experimentation, the original
image size is reduced to 0.25 percent so that it can be placed
properly in the paper without adjusting its size and at the same
image does not occupy large space. The reduced image is then
converted to gray scale image as shown in Fig.6. Three
different MLS’s are generated from password 11111 using
hash functions SHAL, SHA256 and SHA512 to encrypt the
image. The encrypted images using these three MLS’s are
shown in Fig.7, Fig.8 and Fig.9 respectively. From these
figures, it is seen that there is no trace of intelligible
information present in the encrypted images. Also, we
compute the correlation between the original image and the
encrypted images. The correlation coefficients are negligibly
small as shown in second column of Table-1.

First Author Surname, AJET, ISSN:2348-7305, Volume 9, Issue 1, June, 2020, 009010935(6PP) 3



ADBU-Journal of Engineering Technology

long as there is any slight difference in the decryption
password. Correlation coefficients are computed between the
original images and the decrypted images with MLS’s
generated from SHAL, SHA256, and SHAS512 using
passwords 11, 111,1111,11101, 111011 and 10111 as shown
in 3 to 9" columns of Table-1. It is seen that the correlation
coefficients are negligibly small which indicate that there is
no trace of information between the original and the decrypted
image where there is any difference in the decryption
password from the encryption password. The decrypted image
corresponding to MLS (111) generated from SHA1 which
gives the largest negative correlation value is shown in Fig.10.
Also, the decrypted image corresponding to the least negative
correlation value when decrypted with the MLS (11110)
generated using SHA256 is shown in Fig. 10. From these two
figures, we see that the decrypted images having negative
correlation values are all random and unrecognizable.

Fig. 12: Original Color Image
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Fig. 11: Decrypted Image with MLS(11110) from SHA256

The encrypted images are then decrypted with passwords
which are close to the encryption password (11111) to test
whether any trace of information of the original image appear
in the decrypted image when use with wrong passwords ) o

however close they are to encryption key. It is found that the ~ Fig.14: Encrypted image with MLS(11111) from SHA256
decryption images are totally random and unintelligible as
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.Table-1: Correlation coefficients of encrypted images and decrypted images with original gray image

MLS from Correlation Coefficients between original Image and
Hash Encrypted
function Image with Decrypted images with passwords
password
11111 11 | 1112 | 1111 | 11120 | 11101 | 11011 [ 10111
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SHA1 -0.0043 -0.0020 | -0.0066 | -0.0029 0.0025 0.0018 -0.0065 0.0103

SHA256 0.0100 -0.0043 0.0116 0.0023 | -9.3051e- | 0.0044 0.0036 0.0146
04

SHAS512 0.0070 0.0030 0.0037 0.0018 0.0031 -0.0036 | -0.0057 -0.0038

g f»‘

Fig. 15: Encrypted image with MLS(11111) from SHA512
correlation

We also test the encryption scheme for color image. The
color image used in the experimentation is shown in Fig. 12.
Since a color image has three color planes - Red, Green and
Blue planes, each color plane is separately encrypted using the
MLS’s generated from SHA1, SHA256, SHA512 from the
same password 1111. The encrypted color images are
respectively shown in Fig. 13, Fig. 14 and Fig. 15. It can be

seen that the encrypted color images are totally random and
there is no trace of intelligible information of the original
image in these encrypted images. To measure the similarity
between the original color image and the encrypted color
images, the correlation coefficients between the color planes
of the original image and the color planes of the encrypted
image are computed and are given in the second column of
Table-2.

Also, the encrypted images are then decrypted with MLS’s
generated from SHAL, SHA256 and SHA512 with slightly
different passwords to test whether any trace of intelligible
information appears in any of decrypted images with wrong
passwords. The decrypted images with wrong passwords are
totally random and unintelligible. The correlation between the
color planes of the original image and the color planes of the
decrypted images using wrong passwords are computed and
are provided in 3" to 9" columns of Table-2. It can be
observed that the correlation coefficients are negligibly small.
In other words, the decrypted color planes are unintelligibly
random and hence the decrypted color images.

Table-2: Correlation coefficients of color planes of encrypted images and decrypted images with original color image

MLS from Correlation Coefficients between original Image and
Hash Encrypted
function Image with Decrypted images with passwords
password
11111 11 111 1111 11110 11101 11011 10111
SHA1 0.0003 0.0005 0.0018 0.0010 -0.0070 0.0175 0.0040 0.0055
-0.0015 0.0018 0.0062 | -0.0023 | 0.0081 - | -0.0101 0.0098 -0.0090
0.0025 -0.0026 | -0.0015 | 0.0051 0.0048 0.0040 0.0067 -0.0063
SHA256 0.0079 -0.0032 | -0.0033 | 0.0041 0.0001 -0.0052 0.0060 -0.0049
0.0034 0.0060 0.0095 0.0078 0.0026 0.0064 0.0036 0.0032
0.0013 0.0012 0.0022 | -0.0033 0.0068 0.0020 0.0001 -0.0010
SHA512 -0.0052 -0.0088 | -0.0081 | -0.0082 | -0.0022 0.0069 0.0011 0.0018
0.0048 0.0086 | -0.0076 | -0.0060 0.0025 0.0103 0.0021 0.0006
0.0118 -0.0007 | 0.00004 | -0.0005 0.0067 0.0021 0.0061 0.0079

V. CONCLUSIONS

A secure image encryption scheme based on generalized
Vigenere Cipher and Meitei Lock sequences generated from
standard hash functions has been described. The proposed
scheme does not require any distorter or chaoticmap as a
preprocessing step to de-correlate image pixels before
applying encryption. The security of the encryption scheme
depends on the use generalized Vigenere cipher and MLS
generated from SHA functions. The generalized Vigenere use
random encryption and decryption tables which is more
powerful than confusion and diffusion technique used in a
secure encryption scheme. As a result the encrypted images
are random images with no trace of distinguishable
information of the original image. Similarly, the decrypted

images become random images when there is slight change in
the password. This makes the known plain text attack
impossible. Moreover, the search space for password is
infinitely large which makes the brute force attack next to
impossible. In short, the proposed image encryption scheme is
a simple, fast and secure encryption scheme.
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